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SUMMARY: Internet Information Services (IIS) 6.0 is the latest application from Microsoft
to provide Web services for the Internet and for Intranets. It is provided as part of the suite
of services provided in Windows 2003 Server and has developed rapidly since version 1.0,
with new features and scaling to new levels of performance. It provides scalability and many
major components for security, manageability, reliability and performance.

AUDIENCE: The course will be suitable for those responsible for those responsible for
managing, maintaining and securing an organization's Web Servers and Services using
IS 6.0.

PREREQUISITES: Those attending should have a good knowledge of Windows 2003 Server
Administration and Security and have an appreciation of the construction and workings of Web
Sites, Email, FTP servers and IP protocols.

DURATION: 5 Days

APPROACH: Much of the information will be presented as Short Seminars which will be
reinforced where possible by Practical Hands-On Sessions. There will a strong bias towards
securing IIS and its ancillary services.

OBJECTIVES: At the end of this course, delegates will be able to:

eInstall and maintain IIS 6.0

ePlan and Manage Security in Windows 2003 Server and IIS
ePlan and manage Web Server Security

ePlan, Manage and Secure IIS ancillary services

COURSE CONTENT: I.Introduction
eEnhancements

oIIS 6.0 Architecture

oIIS 6.0 Services

eHTTP.SYS Kernel Mode Driver
eInetinfo.exe Process and IISAdmin Service
sWWW Publishing Service

eApplication Processing Modes

oIIS 6.0 Worker Process Isolation Mode
oIIS 5.0 Isolation Mode

II.Hardening Windows Server 2003
eGet and Stay Secure

eNetworking Environment

ePatches and Updates
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eWindows Services

eUser Accounts and Groups

oFile System

eAuditing and Logging
IIl.Installing IIS 6.0
eInstalling or Modifying
eUpgrading IIS 5.0 to IIS 6.0
ePost-Installation
eAdministrative Tools

oIIS Manager

eApplication Server MMC
eRemote Admin Website
eSharepoint Admin Website
IV.Basic Web Server Security
eEnabling and Disabling Web Service Extensions
eMultipurpose Internet Mail Exchange Types
oIP Address Restrictions
eWebsite Permissions

eSecuring Web Resources

eWeb Access Log Files
V.Advanced Web Server Security
eAuthentication

eDelegation

oIIS User Accounts

oIIS 6.0 in Worker Process Mode
eCertificates

oIIS SSL Options

eAuthorization Manager
eApplications

VI.Application Pools
eApplication Pools

eIsolating Web Applications
eUser Impersonation

VII.FTP Sites

oFTP Sites

oFTP Messages

eDirectory Output Style

oFTP Resources

oFTP Users

oFTP Connection

oFTP Access Log File
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VIII.SMTP and POP3 Services
¢SMTP Virtual Servers

¢SMTP Virtual Server Security
¢POP3 Server

IX.NNTP Virtual Servers
eNNTP Virtual Servers

eNNTP Newsgroups
X.Certificate Services
oCertificate Services
eCertificate Authority

eWeb Enrolment Support
XI.Web Publishing
¢WebDAV Publishing
eFrontPage Server Extensions
eFPSE Authoring
XII.Internet Printing
eInternet Printing
XIII.Monitoring IIS
eMonitoring Site Activities
eEvent Viewer Logging

eHTTP API Error Logging
eURLScan Logging
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